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What is a scam?

Obtaining money/personal information by using deception

- Fake personalities

- Fake photos

- Fake template letters

- Forged documents

- Non-existent phone numbers
- Non-existent address




Types of Scams

 Phishing email scams

« The Out of the Country Inheritance scam

 Greeting card scams

« Bank loan or credit card scam

- Lottery scam

e Hitman scam

« Romance scams

 Fake antivirus software

« Facebook impersonation scam (hijacked profile scam)
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https://heimdalsecurity.com/blog/top-online-scams/#phishingemailscam
https://heimdalsecurity.com/blog/top-online-scams/#nigerianscam
https://heimdalsecurity.com/blog/top-online-scams/#greetingcardscam
https://heimdalsecurity.com/blog/top-online-scams/#creditcardscam
https://heimdalsecurity.com/blog/top-online-scams/#lotteryscam
https://heimdalsecurity.com/blog/top-online-scams/#hitmanscam
https://heimdalsecurity.com/blog/top-online-scams/#romancescams
https://heimdalsecurity.com/blog/top-online-scams/#fakeantivirus
https://heimdalsecurity.com/blog/top-online-scams/#facebookscam

Types of Scams

Make money fast scams (Economic scams)

Travel scams

Bitcoin scams

Fake news scam

Fake shopping websites

Loyalty points phishing scam

Job offer scams

SMS Scamming(Smashing)
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https://heimdalsecurity.com/blog/top-online-scams/#economicscam
https://heimdalsecurity.com/blog/top-online-scams/#travelscams
https://heimdalsecurity.com/blog/top-online-scams/#deliveryscams
https://heimdalsecurity.com/blog/top-online-scams/#fakenewsscam
https://heimdalsecurity.com/blog/top-online-scams/#fakeshoppingwebsites
https://heimdalsecurity.com/blog/top-online-scams/#loyaltypointsscam
https://heimdalsecurity.com/blog/top-online-scams/#jobofferscams
https://heimdalsecurity.com/blog/top-online-scams/#smsscaming

Email Scams

Syracuse University



Email Scams

- Receive an email

- Individual needs to launder money

- Offers to make you rich

- Requires upfront fees

- Sometimes, more than money is lost

- Often perpetrated from other countries




Email Scams

S e ~ <+ => T
Delete Junk Reply Reply All Forward Print

From: AUTHUR ANDERSON
Subject: URGENT BUSINESS ATTENTION
Date: June 24. 2005 52337 AMEDT
To: George Wazen
Reply-To: aut_anderson@k.ro

Direct Phone:+874-7629-18970
Direct Fax:+874-7629-18971
Direct Mobile:+882-1646-685796
E-mail: aut_anderson@k.ro

Dear Sir,

I am Authur Anderson, a solicitor, and the personal atormey to Mr. Francois Hoel, who is the PresidentChief Executive Officer of
(HGMT) Hoel Incorporated France, Herein referred as my client.

On the 2nd, of September 1998 at: 11:16 p.m. EDT (0316 GMT , Swissair Jetliner, with 229 passengers on board bound from New
York JFK 10 Geneva, Switzerland, crashed catastrophically off the coast of Nova Scotia vanishes from radar near Nova Scotia Halifax,
my client Mr. Francois Hoel, and his wife Mrs. Anne Sophie Hoel, with their three children Marie-Francoise Hoel, Olivia Hoel, Paul
Edouard Hoel, were involved in a horrific flight crash, 215 passengers and 14 crew members unfortunately lost their lives in the
disastrous crash of Swissair Flight 111, May their gentle souls rest in glorious peace Amen,

However, | have taken it upon myself to trace the next of kin if possible claim thesum of US $ 85,500,000.00 gEight-Five Million, Five

Hundred Thousand United States Dollars Only), which is the total payable to th: ready been withdrawn
from the federal bank of South Africa and boxed. My late client deposited this cash with a security company without them knowing the
content of the boxes for security reasons.

if you are interested in the business, a quick arrangement for you 1o claim the funds will be made 1o avoid the cash being returned to
South African government as untraceable/unciaimed diviend. We cannot wait and see such amount of money wasting in the
government coffer.

This claim must be made not later tha

After the business, each partner will be entitled 1o regs
pyastment disccusion. Note, that thi

You can reach me on my direct telephone, fax and mobile as indicated above without adding my country code. All replies should be
forwarded 10 this confidential e-mail addresses: aul anderson@k.ro

BEST REGARDS,
AUTHUR ANDERSON
AUTHUR ANDERSON CHAMBERS

Website of Disaster: hilp Awww.cnn.com/WORLD/americas/S808/07 /swissair.vicims. lisvindex.html

O 00O URGENT BUSINESS ATTENTION — spam "
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Email Scams

I From: Banknfﬁ;mericamwdgi@mmcast.net:- I

Sublect: Notification Irregular Activity
Date: = ' A44:42 PM PDT

LE

f*'i"'-

7

Bankof America

Online Banking Alert
Dear mm:_

We detected unusual activity on your Bank of America debit card on 09/22/2014.
For your protection, please verify this activity so you can continue making debit card
tran i i i ian.

lease sign in to yvour account ttps:/ /www.bankofamerica.com
to review and verTy your account activity, After verifying your debit carﬁh:tﬁfbit.dufghsdfhgsd
transactions we will take the necessary steps to protect your account fromrrraoa:
If you do not contact us, certain limitations ‘may be placed on your debit card.

Grammaitical Ennor

2 2014 Bank of America Corporation. All rights reserved.
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Email Scams

250 7:14 AM

upgrade

Dear Students,

Your account has been compromised and as part of our security measures, We are
upgrading our system to the new Anti-Spam Guard system. You are required to reply
to this email with your username and password to ensure that your account remains
active in the school database system.

Username:
Password:

This message to Drexel Announcement Mail was approved under the authority of
Randall C. Deike, Senior Vice President of Enrollment Management & Student Success

You're receiving this message because you're a member of the Office 365 Test Group
group. If you don't want to receive any messages or events from this group, stop
following it in your inbox.

View group conversations | View group files

W
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Postal Mail / Check
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Postal Mail / Check Fraud

* Victim is selling something online
- Anxious buyer needs item immediately
—Buyer must ship item after receiving check

- Check is forged

— But item is already sent
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Postal Mail / Check Fraud

Background honewcomb pattern is indistinct

— Paperis nottrimmed squarehy

I_ Printing is crooked on paper

SERIAL NUMSER

x950x00

U8 DOLLARS AND CENTS

—

EBE9S0v00¢

SEE REVERSE WARNING

a[R07606036"

———

— YWhen held to the light. a black stripe runs across
the money order here with "USPS" repeated on it

rMachine readable magnetic type is smudged

L ““When held up to the light. a repeating image of
Ben Franklin's face should be in this area lis not

On current money orders issued by a USPS
computer. the amount is spelled out in this area.

NEGOTIABLE ONLY IN THE U.S. AND POSSESSIONS

SO0000S5000."

= - ¥ i

S e

-

This area should be blank. The
amount is not repeated here. =
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Telephone Scams
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Telephone Scam

- Travel Packages. “Free” or “low cost” vacations can end up costing a bundle in hidden costs. Some
of these vacations never take place, even after you've paid.

- Credit and loans. Advance fee loans, payday loans, credit card protection, and offers to lower your
credit card interest rates are very popular schemes, especially during a down economy.

« Sham or exaggerated business and investment opportunities. Promoters of these have made
millions of dollars. Scammers rely on the fact that business and investing can be complicated and
that most people don’t research the investment.

. CRaritabIe causes. Urgent requests for recent disaster relief efforts are especially common on the
phone.

Hi?h-stakes foreign lotteries. These pitches are against the law, which prohibits the cross-border
sale or purchase of lottery tickets by phone or mail. What’s more, you may never see a ticket.

- Extended car warranties. Scammers find out what kind of car you drive, and when you bought it so
they can urge you to buy overpriced — or worthless — plans.

- “Free” trial offers. Some companies use free trials to sign you up for products — sometimes lots of
products — which can cost you lots of money because they bill you every month until you cancel.
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https://www.consumer.ftc.gov/features/feature-0027-travel-scams
https://www.consumer.ftc.gov/articles/0078-advance-fee-loan-scams
https://www.consumer.ftc.gov/articles/0097-payday-loans
https://www.consumer.ftc.gov/articles/0093-credit-card-loss-protection
https://www.consumer.ftc.gov/articles/0131-credit-card-interest-rate-reduction-scams
https://www.consumer.ftc.gov/articles/0172-bogus-business-opportunities
https://www.consumer.ftc.gov/articles/0238-investment-risks
https://www.consumer.ftc.gov/features/feature-0011-charity-scams
https://www.consumer.ftc.gov/articles/0086-international-lottery-scams
https://www.consumer.ftc.gov/articles/0054-auto-service-contracts-and-warranties
https://www.consumer.ftc.gov/articles/0101-free-trial-offers

Telephone Scams
Don’t Say Yes Scam

https://voutu.be/VH603i8jhu40

We will Cancel your Student Visa Scam

https://voutu.be/gnXRZj9I9yvA
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https://youtu.be/VH6Oj8jhu40
https://youtu.be/qnXRZj9I9yA

Internal Revenue
Service Imposters
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Internal Revenue Service Imposters

The I.R.S. will not:

- Call to demand immediate payment, nor call about taxes
owed without first having mailed you a bill.

- Demand that you pay taxes without giving you the
opportunity to question or appeal the amount they say you
owe.

- Require you to use a specific payment method for your taxes,
such as a prepaid debit card.

- Ask for credit or debit card numbers over the phone.

* Threaten to bring in local police or other law-enforcement
groups to have you arrested for not paying.
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Measures You Can Take
To Avoid Fraud
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Measures You Can Take To Avoid Fraud

* Do online searches (Reviews, Complaint, Scam, IRS call)

- Don’t believe your caller ID (scammers are able to
manipulate the number reported)

- Don’t pay upfront for a promise

- Consider how you pay

- Talk to someone and ask questions

- Hang up on robo-calls

- Don’t deposit a check and wire money back
- ftc.gov/scams
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Measures You Can Take To Avoid Fraud

Federal Trade Commission
Bureau of Consumer Protection
600 Pennsylvania Avenue NW
Washington, DC 20580

(877) 382-4357

TTY: (866) 653-4261
https://www.consumer.ftc.gov/
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https://www.consumer.ftc.gov/

Measures You Can Take To Avoid Fraud

Remember: Scammers will often try to rush you into a
decision, offering you a limited “very attractive”

opportunity.
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Protect Yourself:

- Be wary of messages or emails asking for passwords or
other personal information

— Most reputable businesses and organizations will not ask for
this information via email

- Never send passwords, bank account numbers or other
private information in an email

— Do not reply to requests for this information

—Verify by contacting the company or individual, but do not use
the contact information included in the message
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Protect Yourself:

» Since some scams are so well organized and convincing,
and people behind them so difficult to catch, we need to
always keep our guard up. Stay informed about the
latest scamming strategies, and remember

- If it sounds too good to be true, it probably is!
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Questions?
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